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As an introduction...

ember some preference for your App

» Remember the level i"\ «Asteroidy

Two possibilities

% Handle it at the App level

» Stored in a dedicated file
2 Use of a «Setting Bundley (preferences) /

o
» Stored in the project as a resource
» Setting parameters declared in a .plist file




~ Creating a bundle setting
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& Réglages MySettings

iri et recherch
ieecece

ch., suggestions et raccourcis

Login toto

Password ssen

Activation

Port number 55

Categories in Root.plist
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Access to the setting properties

r. NSUserDefaults)

® Getareference tfo the shared object preferences

» Property standard

% Manipulation like a é!ic’rionory (via functions)

string(forKey defaultName: String) —> String?
bool(forKey defaultName: String) —-> Bool
integer(forKey defaultName: String) —> Int
float(forKey defaultName: String) —> Float
double(forKey defaultName: String) -> Double

dictionaryRepresentation() -> [String : ] /

7 First execution

2 Progrommohcclly hc:lndle default values
% Set such default in the Settings

7 Write settin s/ﬁrﬂences
2 «registen a *Hl '

serDefaults.standard
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Simila ._
® Already show in @ orevious video
» Method open in UIAppIicu’rion

% Predefined URL for this

» UlApplication.openSettingsURLString (Swift)
» UlApplication. UIAplecailonOPenSeﬂmgsURLS’rrlng (Obje

ll‘ll.r"

7 Bonus 5 4

2 You go directly to the'settings of your App
» If a bundle is defined in the project

]
W N
xS

Invoking the Apps’s settings

on of an external App

e’iwe C)i.

\
\
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Security concerns

IS unsecure

3 S’rored in a .plist file (X' L) '

8 No encryption %

» in the simulator data
» in the backup space of your device (on your computer)
- more difficult of backup is encrypted

.

% Never store critical mformt:’non INn the settings

2 For critical qurmahon use Keychau{

2 Simplified variant of the MacOS Keychain

» Encrypted data
» An application can only access its own informations
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KeyChain principles in a nutshell 1_

* Offered in the Security framéwork

% You manipulate a di{:’rionory"

» The App chooses the keys
» You may add, update, destroy, compare entries

% Protection levels
» kSecAttrAccessibleWhenUnlocked / ‘;
» kSecAttrAccessibleAfterFirstUnlock May migrate fo
» kSecAttrAccessibleAlways another *wce

b kSecAﬂrAccessibleWhenUnIockedThisDeviceOnly - _ -
» kSecAtirAccessibleAftesfirstUnlockThisDeviceOnly NO m'QFGTIOH_ fo
» kSecAtirAccessibleAlwaysThisDeviceOnly another adevice
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KeyChain principles in a nutshell
" o . o »
7 Principles
2 Offered in the Security framework
% You manipulate a dictionary

» The App chooses the keys

Your App

gecurity framework

migrate o
er device

igrafion to

er device

~ -~

A4
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As a conclusion...

2 Rem mber some parameters for your Apps
% The standard way tq proceed
% No so complex...




